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Abstract  

The increasing adoption of the Internet of Things (IoT) in smart workplace environments has signif-

icantly expanded the cyberattack surface, exposing interconnected devices to increasingly sophisti-

cated security threats. Conventional intrusion detection systems often face challenges associated 

with class imbalance, high-dimensional network traffic, feature representation, and evolving attack 

patterns. Addressing these challenges requires intrusion detection frameworks that combine effec-

tive classification with robust data preprocessing strategies to improve the quality and reliability of 

network traffic analysis. This study presents a machine learning-based IoT intrusion detection 

framework that integrates a data preprocessing pipeline with a Random Forest classifier for detect-

ing malicious traffic in smart IoT environments. A simulation-based IoT cybersecurity dataset was 

developed using Python to emulate representative smart workplace network traffic under normal 

and malicious operating conditions. The preprocessing workflow incorporates data cleaning, cate-

gorical data encoding, training-only class balancing, feature scaling, and dimensionality reduction 

before model training, with the evaluation procedure designed to prevent information leakage be-

tween training and testing data. Experimental evaluation on the simulated dataset achieved an ac-

curacy of 97.45%, precision of 99.11%, and recall of 92.33%, demonstrating strong capability in dis-

tinguishing normal and malicious IoT traffic. Additional ablation and robustness analyses were 

conducted to examine the contribution of the preprocessing stages and the stability of the framework 

under controlled evaluation conditions. The proposed framework provides a reproducible and ef-

fective approach for machine-learning-based intrusion detection in smart IoT environments. 

Keywords: Internet of Things, Intrusion Detection System, Machine Learning, Random Forest. 

 

1. Introduction 

The Internet of Things (IoT) has transformed workplace environments by enabling seamless 

connectivity, automation, and real-time decision-making through interconnected smart devices 
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(Atzori et al., 2010). Its widespread adoption has improved operational efficiency through intelligent 

resource management, monitoring, and communication among connected devices (Al-Garadi et al., 

2018; Singh et al., 2021). However, the rapid growth of IoT devices has also expanded the cyberattack 

surface, exposing smart workplaces to threats such as Distributed Denial-of-Service (DDoS), 

Man-in-the-Middle (MITM), spoofing, and botnet attacks (Mosenia & Jha, 2017; Singh et al., 2021). 

The heterogeneous nature of IoT devices, together with constrained computational resources, di-

verse communication protocols, and weak security configurations, further complicates the protection 

of IoT environments. 

Intrusion Detection Systems (IDS) have therefore become an important component of IoT se-

curity for monitoring network activities and identifying malicious behaviour. Conventional signa-

ture-based IDS are effective against previously known attacks but have limited capability in detect-

ing novel or zero-day threats, whereas anomaly-based approaches can identify previously unseen 

behaviour but may generate high false-alarm rates (Garcia-Teodoro et al., 2009; Shone et al., 2018). 

These limitations have encouraged the adoption of machine learning (ML) and deep learning (DL) 

techniques, which can learn patterns from network traffic and automatically distinguish legitimate 

from malicious activities (Javaid et al., 2016; Al-Garadi et al., 2018). 
ML-based IDS have received considerable attention because algorithms such as Decision Trees, 

Support Vector Machines, Logistic Regression, K-Nearest Neighbours, Naïve Bayes, and Random 

Forest (RF) can provide effective classification with comparatively lower computational require-

ments than complex deep learning architectures (Mustafa et al., 2024; Adeyemi, 2024; Kikissagbe & 

Adda, 2024). Recent studies have demonstrated the applicability of these approaches in different IoT 

security scenarios. Alfardus and Rawat (2024), for example, applied Binary Logistic Regression to 

intrusion detection in Controller Area Networks, demonstrating its suitability for lightweight binary 

classification. Devine et al. (2025) investigated federated Support Vector Machines for DDoS detec-

tion in IoT networks, while Kalaria et al. (2024) developed IoTPredictor for identifying malicious IoT 

device behaviours. Random Forest has also demonstrated competitive performance in IoT malware 

and botnet detection, with Souza and Arima (2024) and Das et al. (2025) reporting strong results us-

ing conventional machine-learning approaches. Nevertheless, ML-based IDS continue to face chal-

lenges associated with class imbalance, feature redundancy, data representation, and evolving attack 

behaviours (Kikissagbe & Adda, 2024). 

Deep learning approaches have similarly demonstrated strong capability in learning complex 

representations from IoT network traffic. Architectures including Deep Neural Networks (DNN), 

Convolutional Neural Networks (CNN), Recurrent Neural Networks (RNN), and Long Short-Term 

Memory (LSTM) networks have been investigated for detecting sophisticated cyber threats. Awajan 

(2023) developed a deep learning-based IDS using a fully connected neural network and reported an 

accuracy of 93.74%. Yaras and Dener (2024) subsequently combined CNN and LSTM architectures to 

exploit both spatial and temporal characteristics of IoT traffic, while Jablаoui and Liouane (2025) 

investigated combined CNN-RNN architectures for IoT intrusion detection. More recent work has 

incorporated attention mechanisms with CNN-BiLSTM architectures to improve the detection of 

attacks in resource-constrained IoT networks (Shakir et al., 2026). Although these approaches can 

achieve strong detection performance, their computational requirements, dependence on large la-

belled datasets, and increased model complexity can limit practical deployment in constrained IoT 

environments (Khaleel et al., 2024). 

Beyond classifier selection, the quality and representation of input data remain important de-

terminants of IDS performance. IoT traffic datasets commonly contain categorical attributes, redun-

dant or high-dimensional features, and imbalanced attack classes, which can adversely affect model 

learning and generalisation (Ferrag et al., 2020; Hajiheidari et al., 2019; Akintade et al., 2025). Conse-

quently, recent studies have incorporated preprocessing and feature-engineering techniques to im-

prove the quality of network traffic representations. Souza and Arima (2024) demonstrated the im-

portance of data preprocessing in IoT malware detection, while Ma et al. (2025) employed feature 

selection and synthetic data generation to reduce redundant features and address class imbalance. 
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Das et al. (2025) combined Principal Component Analysis (PCA), Synthetic Minority Over-sampling 

Technique (SMOTE), Recursive Feature Elimination, and normalisation for IoT botnet detection, 

while Hamidou and Mehdi (2025) incorporated SMOTE and model optimisation into a comparative 

IDS framework. These studies demonstrate the relevance of preprocessing for IoT intrusion detec-

tion; however, the individual contribution of preprocessing components and their interaction within 

a leakage-controlled end-to-end workflow require further examination. 

Dataset selection is also an important consideration in IoT intrusion detection. Public bench-

mark datasets provide valuable resources for comparative evaluation; however, their traffic charac-

teristics and attack distributions may not necessarily reflect the communication behaviour of a par-

ticular deployment scenario (Koroniotis et al., 2019). Dataset quality can also affect model generali-

sation and the reliability of reported performance (Sudyana et al., 2024). Controlled simulation-based 

datasets can therefore complement public benchmarks by allowing the IoT environment, device 

population, traffic-generation process, attack scenarios, and experimental parameters to be explicitly 

defined. Such control is particularly important when reproducibility and systematic evaluation of an 

intrusion detection pipeline are central objectives. 

Despite the progress reported in ML- and DL-based IoT intrusion detection, two important 

gaps remain. First, existing studies frequently emphasise overall classifier performance while 

providing limited examination of how preprocessing operations such as categorical encoding, class 

balancing, scaling, and dimensionality reduction affect the resulting detection pipeline. Second, 

simulation-based studies do not always provide sufficient information about dataset-generation 

parameters or establish safeguards against information leakage during preprocessing and model 

evaluation. These limitations motivate a controlled and reproducible experimental framework in 

which both the data-generation process and the subsequent machine-learning pipeline are explicitly 

defined and evaluated. 

Motivated by these limitations, this study proposes a machine learning-based IoT intrusion 

detection framework that integrates a controlled simulation-based IoT cybersecurity dataset, a 

structured preprocessing pipeline, and a Random Forest classifier for cyberattack detection in smart 

workplace environments. The simulation environment is developed in Python to generate repre-

sentative IoT network traffic under normal and malicious operating conditions. The preprocessing 

workflow incorporates data cleaning, categorical feature encoding, training-only class balancing 

using SMOTE, feature scaling, and dimensionality reduction using PCA. Importantly, the dataset is 

divided into training and testing subsets before the training-dependent preprocessing operations are 

fitted, ensuring that information from the test partition is not used during model preparation. The 

framework is subsequently evaluated using controlled performance, preprocessing ablation, en-

coding-sensitivity, and source-file-grouped robustness analyses. The major contributions of this 

study are: 

1. Development of a controlled simulation-based IoT cybersecurity dataset for intru-

sion-detection experimentation in a defined smart workplace environment, with explicit 

reporting of the dataset-generation parameters required for reproducibility. 

2. Design of a leakage-controlled preprocessing and Random Forest framework in which data 

splitting precedes training-dependent operations, with SMOTE, scaling, and PCA fitted ex-

clusively on the training data. 

3. Systematic evaluation of the proposed framework through preprocessing ablation, la-

bel-encoding sensitivity, and source-file-grouped robustness analysis to examine the con-

tribution and stability of the experimental pipeline. 
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2. Materials and Methods 

2.1.  Proposed IoT Intrusion Detection Framework 

This study follows the proposed IoT intrusion detection framework, which integrates simula-

tion-based dataset generation, data preprocessing, leakage-controlled model development, and 

performance evaluation. The framework provides a structured workflow for transforming simulated 

IoT network traffic into model-ready data and evaluating intrusion detection performance under 

controlled experimental conditions. The major stages of the framework are illustrated in Figure 1, 

while the following subsections describe the dataset generation, feature preparation, preprocessing, 

model development, and evaluation procedures in detail. 

 

Figure 1.  Proposed IoT Intrusion Detection Framework and Experimental Pipeline. 

2.2.  Simulation-Based IoT Dataset Generation 

A controlled simulation-based IoT cybersecurity dataset was developed in Python to provide 

a reproducible environment for evaluating the proposed intrusion detection framework. The simu-

lation was designed to represent heterogeneous devices operating within a smart workplace envi-

ronment and generating both normal and malicious network traffic. Rather than relying on an un-

controlled collection of observations, the simulation parameters were explicitly defined before data 

generation, allowing the experimental conditions to be reproduced and the characteristics of the 

resulting dataset to be documented. The principal simulation and dataset-generation parameters 

used in the final experiment are presented in Table 1. 

Table 1. Simulation and dataset-generation parameters 

Parameter Experimental specification 

Simulation environment Python-based simulation 

Simulation duration 3,600 s (1 h) 

Random seed 2026 

Number of IoT/network devices 50 

Target flows 10,000 

Traffic generation mode Flow-based 

Final dataset observations 10,000 

Benign observations 7,000 

Malicious observations 3,000 

Packet-size range 40–1,500 bytes 

Packet-size representation Integer bytes 

Device categories 7 
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Attack-generation families Brute Force, DDoS, DoS, Mirai, 

Recon, Spoofing, Web-based 

Reference traffic schema CICIoT2023-compatible 

Reference feature count 46 

Common modelling features 37 

The device population was distributed across seven device categories to represent heteroge-

neous communication behaviour rather than treating all devices as identical traffic sources. The fi-

nal population with the category counts summing to the 50 devices specified for the simulation is 

shown in Table 2. 

Table 2. Simulated IoT device population 

Device type Number of devices 

Temperature sensor 10 

Humidity sensor 8 

Smart camera 8 

Smart light 8 

Smart plug 7 

Gateway 3 

Workstation 6 

Each device category used a predefined normal-traffic profile covering packet count, packet 

size, inter-arrival time, protocol, application, and destination port. Traffic was generated at the flow 

level to preserve differences in device communication behaviour. The resulting dataset followed a 

46-feature CICIoT2023-compatible schema, with 37 common features retained as the final modelling 

space. Detailed attack-generation parameters and dataset validation procedures are presented in the 

following subsections. 

2.3. Attack Traffic Generation 

Malicious traffic was generated using parameterised mechanisms representing seven attack 

families: Brute Force, DDoS, DoS, Mirai, Recon, Spoofing, and Web-based attacks. The mechanisms 

were designed to reproduce traffic-level characteristics associated with representative malicious 

behaviours under controlled simulation conditions. Since the dataset is simulation-based, the gen-

erated attacks represent controlled behavioural approximations rather than exact replicas of re-

al-world attack campaigns. 

For DDoS traffic, the generation mechanism modified the corresponding normal-traffic profile 

using predefined intensity and temporal parameters. The principal parameters used in the final ex-

periment are presented in Table 3. 

Table 3. DDoS attack-generation parameters 

Parameter Experimental specification 

Number of attackers 5 

Attack-flow probability 0.80 

Packet-rate multiplier 8.0× 

Packet-rate multiplier 0.125× 

Flow-duration multiplier 0.35× 

TCP / UDP / ICMP distribution 0.40 / 0.40 / 0.20 

Forward-packet probability 0.85 
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Target device type Gateway 

Random seed 2026 

 

Here, the × symbol denotes a multiplicative scaling factor applied to the corresponding traf-

fic-profile parameter. Thus, a packet-rate multiplier of 8.0× increases the corresponding packet-rate 

value eightfold, while an inter-arrival-time scale of 0.125× and a flow-duration multiplier of 0.35× 

reduce the corresponding values to 12.5% and 35%, respectively. If X_normal represents the corre-

sponding parameter from the normal traffic profile and m is its attack-specific multiplier, the modi-

fied value can be expressed as: 

                                                                             (1)  

The protocol distribution and forward-packet probability were independently used to control 

the communication characteristics of the generated DDoS flows. These parameterised mechanisms 

provide explicit information for reproducing the simulated attack behaviour while maintaining the 

distinction between controlled simulation and attacks observed in operational networks. 

2.4. Dataset Validation and Freezing 

Before model development, the generated dataset was subjected to structural, numerical, and 

feature-consistency validation. The simulation produced traffic according to a 46-feature 

CICIoT2023 - compatible schema. Following schema alignment and exclusion of non-predictive 

fields, 37 common traffic features were retained as the final modelling feature space. The label was 

excluded from the predictors, and timestamp information was not used as a modelling feature. 

The final dataset contained exactly 10,000 observations, comprising 7,000 benign and 3,000 

malicious observations. Validation confirmed that all 37 modelling features were numeric, with no 

missing values or infinite values. Packet-level and feature-consistency checks were also performed 

during dataset construction to confirm that generated flows conformed to the intended traffic 

representation. 

After validation, the dataset was frozen as the fixed input for all subsequent model experi-

ments. Its integrity was verified using a SHA-256 checksum. The frozen dataset and associated ex-

perimental configuration records were retained unchanged throughout the subsequent prepro-

cessing, training, and evaluation stages. 

2.5 Leakage-Controlled Preprocessing Pipeline 

To prevent information leakage, the frozen dataset was first partitioned into training and test-

ing subsets before any data-dependent preprocessing operation was fitted. The test partition was 

then locked and excluded from preprocessing fitting, class balancing, and model-development deci-

sions. The preprocessing stages followed the workflow presented in Figure 1, with the training and 

testing branches handled separately after the initial split. The statistical techniques employed in this 

study were as follows: 

2.5.1 Train and Test Partitioning 

A stratified 80:20 train/test split was applied to the frozen dataset, preserving the relative 

proportions of benign and malicious observations in both partitions. The dataset was therefore di-

vided as: 

                                                                         (2)  

                                                                      (3)  

Approximately 80% of the observations were used for model development, and 20% were re-

tained as the locked test set. No information from the test partition was used to fit subsequent pre-

processing transformations or make model-development decisions. 

2.5.2 Label Encoding 
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Label encoding was selected because the experiment performs binary classification and the 

Random Forest classifier can directly use numerical class labels. The encoded label was treated 

solely as the response variable and was excluded from the predictor matrix. 

 

A sensitivity comparison between label encoding and one-hot representation was also con-

ducted. The outcome of this comparison is presented in Section 3. 

 2.5.3 SMOTE-Based Class Balancing 

 SMOTE was applied only to the training partition. Synthetic minority observations were gen-

erated from existing minority-class training observations using interpolation between a minority 

observation and one of its nearest neighbours: 

                                                         (4) 

Where    is a minority-class observation,     is a selected minority-class nearest neighbour, 

and   is a randomly selected interpolation factor. In the source-file grouped robustness evaluation, the 

training data contained 5,119 benign and 2,787 DDoS observations before SMOTE. After oversampling, 

both classes contained 5,119 observations, producing 10,238 training observations. The locked test 

partition was not subjected to SMOTE. 

2.5.5 Principal Component Analysis 

PCA was fitted after standardisation using the training data only. Starting from the 37 model-

ling features, PCA retained 11 principal components, accounting for 95.63% of the variance in the 

grouped robustness evaluation. The PCA transformation can be represented as: 

                                                      (5) 

where X represents the standardised training feature matrix, and P contains the selected prin-

cipal-component directions. The same fitted PCA transformation was subsequently applied to the 

locked test data without refitting. Thus, the test observations did not contribute to the estimation of 

either the scaling parameters or the principal-component directions. 

2.6 Random Forest Model Development 

The processed training data were classified using an RF classifier. RF was selected because it 

can model nonlinear relationships among network-traffic features and is suitable for classification 

using multiple input variables. The classifier was trained using the transformed training data gener-

ated by the leakage-controlled preprocessing pipeline described in Section 2.5. 

For the primary experiment, the RF classifier was configured with a fixed random seed of 2026 

and 100 decision trees (estimators). The model was trained on the PCA-transformed training repre-

sentation and evaluated on the locked test partition after application of the same fitted scaling and 

PCA transformations. No hyperparameter tuning or test-set model selection was performed for the 

primary evaluation. 

After training, the fitted Random Forest was applied to the transformed test observations to 

generate the final predictions. Performance was assessed using accuracy, precision, recall, F1-score, 

and ROC-AUC. Additional RF configurations, including evaluation without PCA and hyperparame-

ter tuning, were investigated separately as controlled analyses and are reported in the Results and 

Discussion section. 

3. Results and Discussions 

The experimental results were obtained using the frozen simulated IoT cybersecurity dataset 

and the leakage-controlled workflow described in Section 2. The primary evaluation used the com-

plete preprocessing pipeline, including training-only class balancing, feature standardisation, PCA, 

and Random Forest classification. The primary performance is first presented, followed by controlled 

ablation and sensitivity analyses examining the contribution of preprocessing stages, dimensionality 
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reduction, and categorical encoding. Finally, the framework is evaluated using the established CI-

CIoT2023 dataset to provide an additional external validation of its intrusion-detection capability. 

Unless otherwise stated, reported test results were obtained from data partitions that were not used 

to fit preprocessing transformations or train the final classifier. 

 

3.1 Primary Full-Pipeline Performance 

The primary experiment evaluated the complete proposed pipeline on the frozen simulated 

dataset. Following the stratified 80:20 partition, SMOTE was applied only to the training data, while 

the scaler and PCA transformation were fitted exclusively on the training partition. The locked test 

partition was subsequently transformed using the fitted parameters and used for final Random Forest 

evaluation. The performance of the classifier is shown in Table 4. These results demonstrate strong 

discrimination between benign and malicious IoT traffic under the leakage-controlled evaluation 

procedure. The result of the shown in Table 4.  

Table 4. Primary full-pipeline performance 

Metric Accuracy Precision Recall F1-Score ROC-AUC 

Performance 97.45% 99.11% 92.33% 95.60% 99.10% 

 

Also, the corresponding confusion matrix of Table 4 is shown in Figure 2. Figure 2 shows that 

the model correctly classified most observations in both classes, with only five benign observations 

incorrectly classified as malicious. The 46 false-negative predictions represent the principal source of 

classification error for malicious traffic and are reflected in the lower recall relative to precision. 

 
Figure 2. The Confusion matrix of the proposed Random Forest classifier 

 

3.2 Preprocessing Pipeline Ablation Analysis 

The examination of the contribution of the major preprocessing stages to the proposed 

framework, controlled ablation experiments were conducted using the frozen simulated dataset and 

the same Random Forest evaluation procedure. The analysis considered the effects of PCA and 

SMOTE on classification performance. The PCA analysis compares Random Forest performance 

with and without dimensionality reduction, while the SMOTE analysis examines whether train-

ing-set class balancing produces a measurable improvement. These complementary experiments 

provide evidence for interpreting the role of each preprocessing stage in the complete pipeline. 

3.2.1 Principal Component Analysis and Random Forest Ablation Analysis  

An ablation experiment was conducted to determine whether PCA contributed to the perfor-

mance of the Random Forest classifier of section 3.1. The Random Forest with PCA used the frozen 

dataset, a stratified 80:20 train-test partition, training-only SMOTE, and the evaluation procedure as 

the primary experiment. The Random Forest without PCA used the frozen dataset, a stratified 80:20 

train-test partition, training-only SMOTE, and the evaluation procedure only on Random Forest. The 

principal difference between the two configurations was the feature representation supplied to the 

Random Forest. The RF without PCA configuration used the original 37 modelling features, whereas 

the RF with PCA configuration used the PCA-transformed representation after training-only stand-

ardisation. 
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PCA was fitted exclusively on the training partition. The 37 modelling features were reduced to 

11 principal components, retaining 95.56% of the variance in the training representation. The same 

fitted transformation was subsequently applied to the locked test partition without refitting. 

The performance obtained from the two configurations is presented in Table 5. The table 

compares the models using accuracy, precision, recall, F1-score, and ROC-AUC, thereby allowing the 

effect of PCA on the Random Forest classifier to be assessed consistently across the principal evalu-

ation measures. 

 

Table 5. Random Forest performance with and without PCA 

Configuration Accuracy Precision Recall F1-score ROC-AUC 

Random Forest without 

PCA 

99.30% 100.00% 97.67% 98.82% 99.84% 

Random Forest with PCA 97.45% 99.11% 92.33% 95.60% 99.10% 

  

As shown in Table 5, these results show that PCA did not improve Random Forest perfor-

mance for the simulated dataset. Although PCA reduced the feature representation from 37 variables 

to 11 components while retaining 95.56% of the training variance, the original feature representation 

provided more useful information for the Random Forest classifier. This is logical because PCA re-

quires scaling when features have very different numerical ranges, but Random Forest itself gener-

ally does not require feature scaling. The findings therefore do not support a general claim that PCA 

improves tree-based intrusion detection. Instead, the effect of dimensionality reduction should be 

determined empirically for the dataset and classifier under investigation. 

3.2.2 Synthetic Minority Over-sampling Technique and Random Forest Ablation Analysis 

The contribution of the Synthetic Minority Over-sampling Technique (SMOTE) was examined 

by comparing Random Forest performance before and after applying class balancing to the training 

data. In the first configuration, Random Forest was trained directly using the raw modelling features 

without SMOTE. In the second configuration, SMOTE was applied to the training data before Ran-

dom Forest classification. The remaining evaluation procedure was kept unchanged, allowing the 

effect of class balancing to be assessed independently. 

The sequential ablation results, including the subsequent addition of standardisation and PCA, 

are presented in Table 6. This comparison provides a progressive view of how the preprocessing 

stages affected the Random Forest classifier. 

Table 6. Sequential preprocessing ablation results 

Configuration Accuracy Precision Recall F1-score ROC-AUC 

A - Raw features with RF 99.30% 100.00% 97.67% 98.82% 99.84% 

B - Raw features, SMOTE 

and Random Forest 

99.30% 100.00% 97.67% 98.82% 99.84% 

C - Raw features, SMOTE,  

Standard Scaler and RF 

99.30% 100.00% 97.67% 98.82% 99.10% 

D - Raw features, 

SMOTE,  Standard Scal-

er, PCA and RF 

97.45% 99.11% 92.33% 95.60% 99.10% 

 

As shown in Table 6, introducing SMOTE in Condition B did not change accuracy, precision, 

recall, or F1-score compared with the raw-feature Random Forest in Condition A. All four measures 

remained at 99.30%, 100.00%, 97.67%, and 98.84%, respectively. ROC-AUC increased slightly from 

99.80% to 99.84% after SMOTE. The subsequent addition of standardisation in Condition C produced 

essentially the same classification results, with ROC-AUC remaining approximately 99.84%. 

These findings indicate that SMOTE did not produce a measurable improvement in the princi-

pal classification metrics under the tested conditions. The absence of a change in accuracy, precision, 

recall, and F1-score suggests that the Random Forest classifier was already able to achieve strong 
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performance using the original feature representation. Nevertheless, SMOTE was retained as part of 

the proposed preprocessing pipeline because it provides an explicit mechanism for addressing class 

imbalance during training. 

 

The final configuration, Condition D, introduced PCA after SMOTE and standardisation and 

produced a noticeable reduction in performance. Accuracy decreased to 97.45%, recall to 92.33%, 

F1-score to 95.60%, and ROC-AUC to 99.10%. This further supports the focused PCA comparison 

presented in Section 3.2.1, where the effect of dimensionality reduction on Random Forest perfor-

mance is examined separately. 

3.3 Label Encoding Sensitivity Analysis 

A sensitivity analysis was conducted to determine whether the choice of categorical encoding af-

fected Random Forest performance. Two encoding strategies, label encoding and one-hot encoding, 

were evaluated using the same dataset partitioning, class-balancing procedure, model configuration, 

and evaluation procedure. This allowed the effect of encoding to be examined independently of 

other experimental factors. 

The results of the two encoding configurations are presented in Table 6. The comparison in-

cludes accuracy, precision, recall, F1-score, and ROC-AUC to determine whether either encoding 

strategy produced a measurable performance difference. 

Table 6. Sensitivity analysis of categorical encoding 

Configuration Accuracy Precision Recall F1-score ROC-AUC 

Label encoding 99.40% 100.00% 98.00% 98.99% 99.91% 

One-hot encoding 97.40% 100.00% 98.00% 98.99% 99.91% 

 

As shown in Table 6, both encoding strategies produced identical performance across all re-

ported metrics. The absence of a measurable difference indicates that the encoding strategy did not 

materially affect Random Forest performance under the experimental conditions. Label encoding 

was therefore retained in the main preprocessing workflow because it provides a more compact 

representation than one-hot encoding while producing equivalent classification performance in this 

experiment. This result also indicates that the observed performance of the framework was not de-

pendent on the use of a particular categorical encoding strategy. 

3.4 Comparative Evaluation and External Dataset Validation 

The final evaluation extended beyond the simulated dataset to provide both contextual com-

parison with previous IoT intrusion-detection studies and external validation using CICIoT2023. The 

proposed framework was first evaluated on the frozen simulated dataset using the leak-

age-controlled pipeline described in Section 2. 

For contextual comparison, selected published results are presented in Table 7. Because the 

studies use different datasets, attack distributions, feature representations, classifiers, and evaluation 

protocols, the comparison is intended for contextual positioning rather than direct benchmarking. 

Table 7. Comparative accuracy of selected IoT intrusion-detection studies and the proposed framework 

Study Dataset Method Accuracy 

Awajan(2023) Simulation-based 

IoT 

Deep neural network 93.74% 

Akif et al.(2025) Simulation-based 

IoT 

Random Forest 96.20% 

Proposed framework Simulation-based 

IoT 

Proposed Pipeline 

with Random Forest 

97.45% 

CICIoT2023 Random split CICIoT2023 Same modelling 

framework 

99.84% 

CICIoT2023 grouped split CICIoT2023 Source file grouped 

evaluation 

98.51% 
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As shown in Table 7, the proposed framework achieved higher accuracy on the simulated da-

taset than the selected studies, exceeding the results reported by Awajan (2023) and Akif et al. (2025). 

However, these differences should be interpreted cautiously because the studies used different da-

tasets, attack distributions, feature representations, and evaluation protocols. 

The framework was subsequently evaluated on CICIoT2023 using the 37 common modelling 

features identified in Section 2. The conventional 80:20 evaluation achieved 99.84% accuracy, while 

the stricter source-file-grouped evaluation achieved 98.51%, with zero source-file overlap between 

the training and testing groups. The relatively small reduction under the grouped condition indicates 

that the high performance was largely maintained when stricter source separation was imposed. 

Overall, these experiments provide complementary evidence for the framework. The simulat-

ed-dataset evaluation demonstrates its performance under controlled and reproducible workplace 

IoT conditions, while CICIoT2023 provides external validation using an independent public dataset. 

The results also highlight the importance of dataset characteristics and partitioning strategies when 

interpreting IoT intrusion-detection performance. 

4. Conclusion 

This study presented a reproducible machine learning-based IoT intrusion detection framework 

for smart workplace environments, integrating simulation-based dataset generation, leak-

age-controlled preprocessing, and Random Forest classification. The Python-based simulation rep-

resented heterogeneous IoT devices and defined the generation parameters explicitly for reproduci-

bility. The preprocessing workflow incorporated training-only SMOTE, feature standardisation, 

PCA, and Random Forest classification while preventing the held-out test data from influencing 

preprocessing or model development. 

The complete pipeline achieved 97.45% accuracy, 99.11% precision, 92.33% recall, 95.60% 

F1-score, and 99.10% ROC-AUC on the simulated dataset. Ablation analysis showed that SMOTE 

and standardisation produced little change in the main classification measures, whereas PCA re-

duced performance. This demonstrates that dimensionality reduction should be evaluated empiri-

cally rather than assumed to benefit Random Forest-based IDS. Evaluation on CICIoT2023 also 

produced high performance, with 99.84% accuracy under the conventional evaluation and approx-

imately 98.51% under source-file grouping, highlighting the influence of dataset and evaluation 

conditions on IDS performance. 

The main limitation is the simulation-based nature of the primary dataset, which cannot fully 

capture the complexity of real-world IoT traffic. Future work should therefore evaluate the frame-

work on larger and more diverse real-world datasets, additional attack scenarios, and 

cross-environment settings. Further investigation of feature-selection and dimensionality-reduction 

techniques may also identify conditions under which preprocessing can improve tree-based IoT in-

trusion detection. 
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