COSC407: Data Communication and Networks
LAB 2: IP Addresses
1.1 OBJECTIVES: At the end of the lab session the students should be able to:
1. Classify IP addresses in both decimal and bit representation
2. Differentiate the basic terms concerning IP Address: Valid IP, (Default)Subnet Mask and Network Address
3. Subnet and Super net of an IP Address with a fixed Subnet Mask
4. Subnet a VLSM 
1.2 APPARATUS/SOFTWARE: 
Not Applicable
1.3 BACKGROUND:
Internet Protocol (IP) address: is a unique logical address assigned to a network device within a network. This IP address is assigned manually by the administrator or dynamically gotten from the server. No two PCs can have the same IP address on the same network. 
There is a burned-in address on the NIC called a MAC Address [Physical or Hardware address]. The MAC address of a network card indicates the vendor of that card and a unique serial number.
1.3.1 Rules of IPv4 Addressing 
1. Format of IP Address: IPv4 is made up of four parts, in the pattern “w.x.y.z”. Each part has 8 binary bits and the values in decimal ranges from 0 to 255. E.g 11110000.10100011.00000000.11001100 and 193.201.28.9
IP address is made up of a Network and Host ID.
2. IP Address Classes: IP addresses are categorized into different classes: A, B, C, D & E. These classes determine the maximum number of hosts [H] (End devices) per network ID [N]. Only three classes (A, B & C) are actually used for network connectivity. D is reserved for Multicasting while Class E is for Experiment or research. Fig. 1.1 lists all the address classes, ranges, first octet bit and the Network and host ID parts.
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Fig. 1.1 Classes of IP Addresses
Note: The Class A addresses, 127.0.0.0 to 127.255.255.255 cannot be used and there are reserved for loopback and diagnostic functions.
	 
1.3.2 Default Subnet mask: It is used to identify the network part from the host part. By putting binary one (1) for the parts that represent network part and zero (0) for the part that represent host part as shown in Fig. 1.2.
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Fig. 1.2 Standard IP address classes with their Default Subnet Masks
As shown in Fig. 1.3, the number of network and host address each class can accommodate is specified using the formula: 2n -2, where n is the number of bits for Network or Host. 
For example, considering Class A with a Default Subnet Mask: 255.0.0.0 which is equivalent to 11111111 00000000 00000000 00000000 (see Fig. 1.2). The number of networks it can accommodate is 27-2=126, since n=7 (number of 1s) and the number of hosts [PCs/End Devises] it can accommodate is 224-2= 16,777,214 since n=24 (number of 0s). The subtracted “2” in the formula is for Network (first) address and Broadcast (last) addresses as there are not assigned to any devices, so there are excluded.
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Fig. 1.3 Default Subnet Mask Bits equivalents 
1.3.3 Invalid IP address
a. If the network part is all 0s, the address belongs to class A. But this is an invalid ip address because for an ip address all the network or host part should not be all 1s or all 0s. 
i. 0.0.0.0 is not valid. Routers use it internally. 
b. If the network part is all 1s, this address belongs to class E. But due to presence of all 1s, it is not valid. This represent broadcast to all networks. 
i. 255.255.255.255 is not valid. 
c. If the host part is all 0s, this represents network address. This is not a valid ip address. 
d. If the host part is all 1s, this represents broadcast address. This is not a valid ip address. 
[bookmark: _GoBack]e. We can’t use the ip address represented within private address range as part of public ip address. 
i. Class A: 10.0.0.0 to 10.255.255.255 
ii. Class B: 172.16.0.0 to 172.31.255.255 
iii. Class C: 192.168.0.0 to 192.168.255.255 
f. 127.0.0.0 network address is used for loop-back testing. This will help you to check the network card of your own PC [localhost]. 
g. The validity of the IP address is also based on the subnet mask used provided.
1.4 PROCEDURE/INSTRUCTION:
Exercises: 
Q 1 Write the address class next to each IP address. 
Address  Class 
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Q 2 Which address class (es) will allow you to have more than 1000 hosts per network? 
Q 3 Which address (es) will allow only 254 hosts per network? 
Part B: Identify invalid IP address: Circle the portion of the IP address that would be invalid if it were assigned to a host, and then explain why it is invalid. 
a.  131.107.256.80 
b.  222.222.255.222 
c.  231.200.1.1 
d.  126.1.0.0 
e.  0.127.4.100 
f.  190.7.2.0 
g.  127.1.1.1 
h.  198.121.254.255 
i.  255.255.255.255
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Class Default Subnet Number of Hosts per Network (Usable
Mask Networks Addresses)
A 255000 126(2"-2) 16,777,214 (2% -2)
B | 25525500 | 16382(2M-2) 65,534 210-2)
C | 2652552850 2,007,150 (22'-2) 2%4(28-2)
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é
a Exercises:
A = In this exercise, you will determine the correct class for a given IP address.

Q 1 Write the address class next to each IP address.

Address Class

131.107.2.89
3.3.57.0

200.200.5.2
191.107.2.10
127.0.0.1
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Class

15t Octet Decimal

18t Octet High Order

Network/Host ID (N=Network,

Range Bits H=Host)
A 1-126* 0 N.H.HH [
B 128 - 191 10 N.N.H.H [
© 192 -223 110 N.N.N.H [
D | 224 -239 | 1110 |
E | 240 — 254 | 111 |
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Address Class | Bits for Subnet Mask Subnet Mask
Class A 11111111 00000000 00000000 00000000 255.0.0.0
Class B 11111111 11111111 00000000 00000000 255.255.0.0
Class C 11111111 11111111 11111111 00000000 255.255.255.0





